Introduction

1
Financial restrictions, regulatory pressures and sectoral restructuring are encouraging 2 water utilities to move from technically inclined, risk-averse management approaches capability maturity modelling concept is finding increasing acceptance in academia and Recently, a selection of risk management capability maturity models (e.g. IACCM, However, our development of the RM-CMM is not an extension of these models, but rather a novel application of capability maturity modelling to risk management in the water utility 
Rationale of research methodology 2
The tailoring of existing maturity models to a new discipline and sector is not a 3 simple mapping exercise (Sarshar et al., 2000) . Here, the core principles of maturity 4 modelling were abstracted and recreated in a form specific to risk management within the 5 water utility sector. Design of the research methodology (Fig. 2) was informed by the 6 authors' previous experience in maturity modelling within similar utility sectors and drew 7 upon the CMM literature, particularly Sarshar et al. (2000) . The methodology is designated 8 "testing-out research" (Starke, 1995) . Here, the aim is to explore the limits of previously 9 proposed generalisations and to specify, modify or clarify their content (Starke, 1995) .
10
This form of research must be conducted under real world conditions, where the kind of 11 control present in laboratory conditions is neither feasible nor justifiable. The lead author,
12
in concert with a steering group of four expert practitioners, designed the model in 13 collaboration with partner water utilities. Key development inputs included literature 14 reviews of risk management and capability maturity modelling, structured scoping 15 interviews with eleven water utility professionals from five countries, prior knowledge of to validate the model's architecture (e.g. are the right processes included, are they 1 adequately characterised, are the key attributes relevant, etc.) and to clarify its terminology.
2
The model remains under research. The authors have recently tested the model through a 3 benchmarking exercise and two industrial case studies. These applications will provide 4 data of intrinsic value to both the industrial and academic communities, and will serve as a 5 means for evolving the model towards a state compatible with industrial ownership. The RM-CMM is designed to measure and improve risk management processes.
10
Hence it is process-based rather than focussing on specific outcomes or deliverables. It is 11 increasingly accepted that continuous process improvement is based on a series of small, 12 evolutionary steps, rather than revolutionary measures (Paulk et al., 1993) . The RM-CMM 13 organises these steps within evolutionary plateaus, or maturity levels, which lay successive 14 foundations for continual process improvement. Fig. 3 that at a given level of maturity, the positive characteristics from preceding levels remain. However, the L4 organisation tends to be hardwired and lacking in internal 8 flexibility. This is reflected in that although a learning ethos exists, the manner in which L4 9 organisations learn is defined as single-loop (Argyris and Schön, 1978) . This refers to 10 learning where the emphasis is on improving techniques for executing processes, within the 11 constraints of established process strategies. In other words, learning is directed towards 12 making existing process strategies more effective. Single-loop learning tends to be present 
4
This information is openly shared, communicated and used to publicly test assumptions and 5 beliefs. We define triple-loop learning as questioning and revising broader organisational 6 structures and practices to optimise the capability of risk management processes (e.g. 
RISK MANAGEMENT PROCESSES
18
Our research identified 11 risk management processes (Fig. 3) implications of organisational (e.g. business process re-engineering) and technical change. pre-defined data requirements, risk data collection is likely to be ad hoc and largely 18 restricted to the needs of business as usual.
19
There was some discussion amongst the authors as to whether research and 20 development in risk management merited inclusion as a process. However, the pilot 21 interviewees were resistant to this, with one considering it ''not directly relevant,'' another 
KEY ATTRIBUTES 6
We have identified eight key attributes (Fig. 3) which characterise process maturity.
7
Scope is included as we propose maturity to be correlated with the scope of implementation 8 (i.e. a well defined process restricted to engineering does not constitute high organisational 9 maturity). Here, integration refers to the existence of initiation criteria and procedures for 10 process execution. Although its treatment as both process and attribute constitutes double-11 coverage, this was felt appropriate given its prominence in the practitioner and academic 12 literature. Verification mechanisms address procedural compliance and quality assurance 13 of process execution, whilst validation determines whether the process itself is correct. organisations, and fears that stakeholder representatives may lack specialist knowledge and 7 hence "slow down" risk management. One interviewee described that whilst they 8 developed emergency response plans for water quality incidents in conjunction with the 9 public health regulator, they were resistant to brining concerns about drinking water safety 10 to the public domain owing to fears of press sensationalism. Another noted that they "don't that employee values and beliefs are not intrinsic properties, but rather are conditioned by 16 the environment within which they manage risk (i.e. the risk management processes).
17
Thus, culture change is a consequence of process improvement, not a prerequisite. However, by way of illustration, Table 1 depicts the assessment framework at levels 3 and 2 4 for risk analysis. This framework outlines the operational steps that utilities may take in order to 6 implement their process improvement priorities as identified from application of the 7 assessment framework. It was developed after receiving feedback that the assessment 8 framework was at a layer of abstraction which restricted its ability to inform the 9 development of improvement plans. The steps are grouped by process and maturity level,
10
and are categorised according to actions to: perform base and advanced practices that 11 satisfy the process goals (i.e. do the process); establish and define the process (i.e. structure 12 the process); and enable and evaluate the process (i.e. institutionalise the process). Table 2 13 depicts the process improvement framework relating to progression from L3 to L4 in risk 14 analysis.
16
Illustrating the RM-CMM
17
We have discussed the overarching maturity hierarchy, and introduced the risk A defined, documented process is in place containing criteria, methods and guidelines for the identification, assessment and evaluation (with respect to acceptance criteria) of a broad range of risks across core business areas, guided by a risk register. The organisation is conversant with and goes beyond the regulatory requirements for risk analysis.
A controlled process is in place containing detailed criteria, methods and guidelines to manage the identification, assessment, evaluation (with respect to acceptance criteria), establishment of causality and linking (common cause and dependent) of risks at all levels of the company and across all functional boundaries of the business, guided by a company-specific risk register.
Integration
Procedures are in place to initiate risk analysis processes. Risk analysis is initiated automatically as part of core business processes (e.g. periodic business risk assessments).
Verification and Validation
Basic mechanisms are in place to verify that risk analysis is performed as required, largely reliant on lagging indicators. The expertise for validation is generally lacking.
Verification and validation systems are in place to verify the efficiency of risk analysis activities and to validate their expediency (e.g. the organisation tracks that tools and techniques are being used correctly and that the correct tools and techniques are being used).
Feedback and Organisational Learning
The risk analysis tool suite is reviewed and modified on an event-driven basis.
Feedback is actively used to improve the execution of risk analysis (e.g. gaps identified and risk analysis tools and techniques improved in response).
Stakeholder Engagement
Risk analysis processes generally reside within the responsible unit, with limited cross-functional or external consultation.
Risk analysis processes generally reside within affected disciplines, and stakeholders work together to define and implement an integrated approach to risk analysis, capitalising on synergies and collective knowledge.
Competence
Detailed knowledge of risk analysis resides only within the responsible unit.
Most involved staff exhibit a good level of competence in the selection and application of risk analysis tools and techniques, and have access to support from internal or external expert risk practitioners.
Resources
Adequate resources are provided in support of risk analysis, with both qualitative and quantitative tools and techniques available.
Sufficient resources are provided in support of risk analysis, a portion of which is made available for R + D for risk assessment. A broad range of qualitative and quantitative tools and techniques are available and applied, including methodologies for aggregating and comparing risks.
Documentation and Reporting
Risk analysis outputs are compiled and disseminated in a format that supports decision making.
Risk analysis outputs are compiled and disseminated in a clear, concise and actionable format that supports real-time decision making, and their reporting is co-ordinated with other risk reporting mechanisms (e.g. risk status updates).
1 Table 1 . L3 and L4 process maturity in risk analysis. 
Domain
Improvement step
Process enablement
• Identify and allocate sufficient resources in support of risk analysis, updating them as necessary to reflect changing needs.
• Identify key internal and external stakeholders (e.g. representatives of different functions or divisions of the business) and define their potential contributions (e.g. synergies from collective knowledge and advice, etc.) and requirements (e.g. involvement in assessing cross business impacts).
• Establish mechanisms to involve identified stakeholders (e.g. cross-functional working groups).
Process evaluation
• Establish formal mechanisms (e.g. periodic reviews, audits, status reports, milestones, etc.) to verify that risk analysis adheres to its formal description, policies, and procedures, and is being performed efficiently.
• Designate 'ownership' of verification to a responsible individual(s). The individual(s) is responsible for ensuring verification is performed, reviewing the findings, and recommending corrective action where necessary. Stakeholders should be involved as appropriate (e.g. staff not conforming to established procedures).
• Define and collect measures to support verification of adherence and efficiency (e.g. task and activity checklists, cost of analyses, timeliness of analyses, etc.).
• Establish formal mechanisms (e.g. periodic reviews, external advice, status reports, etc.) to validate the process of risk analysis. Candidates for validation include the methods and procedures for risk analysis (e.g. the tools and techniques applied) and the risk analysis outputs (e.g. do the analysis outputs inform decision making).
• Designate 'ownership' of validation to a responsible individual(s). The individual(s) is responsible for ensuring validation is performed, reviewing the findings, and recommending corrective action where necessary. Stakeholders should be involved as appropriate (e.g. where changes to the tool suite or procedures are recommended, the process 'owners' would be involved).
• Define and collect measures to support validation of risk analysis (e.g. internal assessments by decision makers of the value of risk analysis outputs, formal validation of risk analysis methodologies, etc.).
• Establish mechanisms to compare in-house risk analysis with industry practice, making changes where appropriate (e.g. benchmarking initiatives, strategic information exchange, etc.).
